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Information on data protection about our processing of business partners’ and interested par-
ties’ data according to art. 13, 14 and 21 of the General Data Protection Regulations (GDPR)
(Datenschutz-Grundverordnung DSGVO0).

ELAC SONAR GMBH

According to guidelines of art. 13, 14 and 21 of the General Data Protection Regulations we
herewith inform you about the processing of personal data collected about you as well as your
data protection rights.

Which data is processed in detail and how it is used depends largely on the requested or
agreed on services.

We treat personal data confidentially and according to legal data protection regulations. The
following applies to personal data of persons who work for our business partners.

To ensure that you are fully informed about the processing of your personal data in the context
of the performance of a contract or the implementation of pre-contractual measures, please
take note of the following information.

1 RESPONSIBLE BODY IN TERMS OF DATA PROTECTION LAW

Responsible for data acquisition:

ELAC SONAR GmbH
NeufeldtstraBe 10
24118 Kiel

Tel.: +49 431 883 0

Fax: +49 431 883 412
E-Mail: hello@elac-sonar.de
www.elac-sonar.de

2 GONTACT DATA PROTECTION OFFICER

The data protection officer can be contacted as follows:

Mail: ELAC Sonar GmbH, — Datenschutzbeauftragter —, Neufeldtstrasse 10, 24118 Kiel
E-Mail: Datenschutzbeauftragter@elac-sonar.de

3 CATEGORIES OF PERSONAL DATA

We process personal data that is related to the establishment of the contract or the pre-con-
tractual measures. This can be general data about yourself or persons in your company
(name, address, contact details, etc.), as well as other data that you transmit to us as part of
the establishment of a contractual relationship.

In the context of business relationships, we process the following personal data:

e Business contact details of natural persons who work for our business partner
(name, official telephone number and e-mail address) as well as

e The position of such persons in the company of our business partner
(e. g. managing director, quality management, commercial manager)
and the relationship of the person to ELAC SONAR.
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4 PURPOSES AND LEGAL BASIS OF DATA PROCESSING

We collect and process this data so that we can contact the responsible persons on part of
our business partner in the context of business relationships in order to execute contracts
and / or initiate new contractual relationships.

We collect and process data that is necessary to comply with legal requirements, existing
and self-imposed obligations to conduct compliance screenings (e.g. to prevent resp. detect
white-collar crime or money laundering), as well as to comply with policies that are neces-
sary to meet our regulatory and legal obligations.

We process your personal data in accordance with the provisions of the GDPR and the Fed-
eral Data Protection Act (Bundesdatenschutzgesetz BDSG) as far as these are necessary for
the establishment, implementation and fulfilment of a contract and for the implementation
of pre-contractual measures. Insofar as the provision of personal data is required for the ini-
tiation or implementation of a contractual relationship or in the context of pre-contractual
measures, processing according to art. 6 para 1 lit b GDPR is legal.

If you give us your explicit consent for the processing of personal data for certain purposes
(e. g. disclosure to third parties, evaluation for marketing purposes or advertising), the legal-
ity of this processing is based on your consent in accordance with art. 6 para. 1 lit a GDPR.
Consent that has been given can be withdrawn at any time with future effect (see No. 11 of
this data protection information).

If necessary and legally permissible, we process your data beyond the actual contractual
purposes to fulfil legal obligations according to Art. 6 para. 1 lit c GDPR. In addition, pro-
cessing takes place to safeguard our legitimate interests or those of third parties in accord-
ance with Art. 6 para. 1 lit f GDPR. If applicable, we will inform you separately specifying the
legitimate interest, insofar as this is required by law.

5 DURATION OF DATA STORAGE

If necessary, we process and store your personal data for the duration of our business rela-
tionship and to fulfil contractual purposes. This includes amongst other things also the initi-
ation and execution of a contract.

We delete the personal data as soon as we become aware that the relevant natural person
has left the company of our business partner, unless we are subject to various storage and
documentation obligations. These can, amongst others, result from the Commercial Code
and the General Tax Code. The mandatory periods for storage and documentation amount to
two to ten years.

After all, the storage period is also based on the statuary limitation periods, e. g. according
to 8§ 195 ff of the German Code of Civil Law it is usually three years but in certain cases it
can be up to 30 years.

6 NOAUTOMATED DECISION-MAKING

In principle we do not use fully automated decision-making to establish, fulfil or implement
the business relationship or for pre-contractual measures according to Art. 22 GDPR.

Should we use these procedures in individual cases, we will inform you of this separately, re-
spectively obtain your consent if this is required by law.
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7 RECIPIENTS OF PERSONAL DATA

Within our company, we only pass on your personal data to those departments and persons
who require this data to fulfil contractual and legal obligations or to implement our legiti-
mate interests.

We can pass on your personal data to affiliated companies to the extent that this is permissi-
ble within the framework of the purposes and legal bases set out in No. 4 of this data protec-
tion information.

Otherwise, data will be passed on to recipients outside the company only if this is permitted
or required by law, if the transfer is necessary for processing and thus for the fulfilment of
the contract, or for the implementation of pre-contractual measures at your request , if we
have your consent, or if we are authorised to provide information. Under these conditions,
recipients of personal data may be, for example:

e Public bodies and institutions (e.g. supervisory authorities, tax office)

e Recipients to whom the disclosure is directly required for the purpose of establish-
ing or fulfilling the contract (e.g. L-3 Technologies, Inc. Ocean Systems Division, Syl-
mar, CA 91342, 15825 Roxford Street)

e Other data recipients for whom you have given us your consent

Personal data will only be transferred to countries outside the European Economic Area or to
an international organisation if this is necessary for processing and thus for the fulfilment of
the contract or, at your request, for the implementation of pre-contractual measures, if the
transfer is required by law or if you have given us your consent. In such cases, the recipients
may include, among others, L-3 Technologies, Inc. Ocean Systems Division, Sylmar, CA
91342, 15825 Roxford Street, in the context of end-user certificates for export licences.

8 COOKIES

This site uses cookies. Cookies are small text files that are stored on your computer and
through which certain information flows to the body that sets the cookie. They are used to
make the website more user-friendly and effective and/or to make it easier for you to navi-
gate our website.

This site uses cookies to the following extent:
e Transient Cookies
e Persistent Cookies
e Third-Party-Cookies
e Flash-Cookies

Transient cookies are automatically deleted when you close the browser. These include, in
particular, session cookies. These store a so-called randomly generated session ID, with
which various requests from your browser can be assigned to the parent session. In this
way, your computer can be recognised when you return to our site.

The persistent cookies stored on your computer are automatically deleted after a specified
period of time, which may vary depending on the cookies.

Of course, you can also use our website without accepting cookies. You can also configure
your browser settings according to your wishes and, for example, refuse to accept third-party
cookies or all cookies, or delete cookies that have already been saved. If you do not accept
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cookies, please note that in this case our website may not work properly. You can find out
which functions on our website use cookies below under the individual functions.

9 USE OF COOKIEBOT

Cookiebot is an online service that helps us to ensure that our use of cookies and online
tracking of them in compliance with GDPR. By using the web service Cybot A/S (Havnegrade
39, 1058 Copenhagen, Denmark), your browser transmits personal data to the above-men-
tioned company. The legal basis for the data processing is Art. 6 para. 1 lit. f GDPR. The le-
gitimate interest lies in the error-free functioning of the website. The data is deleted as soon
as the purpose of its collection has been fulfilled. Further information on the handling of the
transmitted data can be found in the privacy policy of cookiebot.com: www.cook-
iebot.com/de/privacy-policy/ . You can prevent the collection as well as the processing of
your data by cookiebot.com by deactivating the execution of script code in your browser or
by installing a script blocker in your browser (you can find this, for example, at
www.noscript.net or www.ghostery.com). You have the right to change or withdraw your con-
sent at any time.

10 YOUR RIGHTS

In accordance with the relevant provisions of the GDPR, every data subject has the right of
access under Art. 15 GDPR, the right to rectification under Art. 16 GDPR, the right to erasure
under Art. 17 GDPR, the right to restriction of processing under Art. 18 GDPR, the right of no-
tification under Art. 19 GDPR and the right to data portability under Art. 20 GDPR.

In addition, you have the right to lodge a complaint with a supervisory authority under Art. 77
GDPR if you believe that your personal data is not being processed lawfully. The right to
lodge a complaint with a supervisory authority persists without prejudice to any other admin-
istrative or judicial remedy.

If the processing of data is based on your consent, you are entitled to withdraw your consent
to the use of your personal data at any time in accordance with Art. 7 GDPR. Please note that
the withdrawal is only effective in the future. Processing that took place before the with-
drawal is not affected. Please also note that we may have to retain certain data for a certain
period of time in order to fulfil legal requirements (see No. 5 of this data protection infor-
mation).

11 RIGHT TO OBJECT (ART. 21 GDPR)

Insofar as the processing of your personal data pursuant to Art. 6 para. 1 lit. f GDPR is nec-
essary for the purpose to protect legitimate interests, you have the right pursuant to Art. 21
GDPR to object to the processing of this data at any time on grounds relating to your partic-
ular situation. We will then no longer process this personal data unless we can demon-
strate compelling legitimate grounds for processing. These must outweigh your interests,
rights and freedoms, or the processing must serve to assert, exercise or defend legal
claims.

You are welcome to contact us to protect your rights.

12 NECESSITY OF THE PROVISION OF PERSONAL DATA

As arule, the provision of personal data to justify, implement, fulfil contracts with or to carry
out pre-contractual measures is neither required by law nor by contract. You are therefore
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not obliged to provide any personal data. Please note, however, that this information is gen-
erally required for the decision on the conclusion of a contract, the fulfilment of a contract or
for pre-contractual measures. If you do not provide us with personal data, we may not be
able to make a decision within the scope of contractual measures. We recommend that you
only ever provide personal data that is necessary for the conclusion of a contract, the fulfil-
ment of a contract or for pre-contractual measures.

13 SUPERVISORY AUTHORITY

Landesbeauftragte fiir Datenschutz

Unabhéangiges Landeszentrum fiir Datenschutz Schleswig-Holstein
PO Box 7116

24171 Kiel
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